Having digital literacy requires more than just the ability to use software or to operate a digital device; it includes a large variety of complex skills such as cognitive, motoric, sociological and emotional skills that users need to master in order to use digital environments effectively. Unfortunately, the research on digital literacy lacks a well-established theoretical framework. This paper presents an updated version of the skills-based theoretical framework, published by EshetAlkalai in 2004 -adding to it a sixth skill (real-time thinking skill), and discussing the model in light of the recent literature on digital literacy. The updated model of digital literacy consists of the following skills: photo-visual skills (understanding messages from graphical displays), reproduction skills (utilizing digital reproduction to create new, meaningful materials from preexisting ones), branching skills (constructing knowledge from non-linear, hypertextual navigation), information skills (critically evaluating the quality and validity of information), socio-emotional skills (understanding the "rules" that prevail in the cyberspace and applying this understanding in virtual communication), and real-time thinking (the ability to process large volumes of stimuli at the same time, as in video games or in online teaching). The present paper presents results from performance-based studies of the author, that investigated the application of the above digital literacy skills conceptual model among different groups of users. Results clearly indicate that the younger participants performed better than the older ones, with photo-visual and branching literacy tasks, whereas the older participants were found to be more "digitally-literate" in reproduction and information literacy tasks. The paper presents findings from recent studies that examined change over time in digital literacy skills. It sheds light on the cognitive skills that users utilize in performing with digital environments, and provides educators and software developers with helpful guidelines for designing better user-centered digital environments.
Introduction
The proliferation of technologies during the digital era confronts individuals with situations that require the utilization of an ever-growing assortment of technical, cognitive, and sociological skills that are necessary in order to perform effectively in digital environments. These skills are termed in literature 'digital literacy' (Buckingham, 2003; Gilster, 1997; Hargittai, 2008; Lankshear & Knobel, 2008) . As pointed out by Bawden Material published as part of this publication, either on-line or in print, is copyrighted by the Informing Science Institute. Permission to make digital or paper copy of part or all of these works for personal or classroom use is granted without fee provided that the copies are not made or distributed for profit or commercial advantage AND that copies 1) bear this notice in full and 2) give the full citation on the first page. It is permissible to abstract these works so long as credit is given. To copy in all other cases or to republish or to post on a server or to redistribute to lists requires specific permission and payment of a fee. Contact Publisher@InformingScience.org to request redistribution permission.
(2001), digital literacy is more than just the technical ability to operate digital devices properly; it comprises a variety of skills that are utilized in executing tasks in digital environments, such as constructing knowledge during surfing the web, deciphering user interfaces, playing digital games, searching in databases, creating and sharing content on the web, chatting in chat rooms and communicating in social networks (Hargittai, 2008; Jones-Kavalier & Flannigan, 2006) .
In the modern era, digital literacy has become a "survival skill" -a key that helps users to work intuitively in executing complex digital tasks. In recent years, extensive efforts are made to describe and conceptualize the cognitive skills that users employ in digital environments (e.g., Hargittai, 2008; Marsh, 2005) . Unfortunately, these efforts are usually local, focusing on a selected and limited variety of skills, mainly information-seeking skills (e.g., Bawden, 2008; Lankshear & Knobel, 2008; Zins, 2000) , and, therefore, they do not cover the full scope of the term digital literacy. Eshet-Alkalai (2004) has established a holistic conceptual model for digital literacy, arguing that it covers most of the cognitive skills that users and scholars employ while working in digital environments and, therefore, providing researchers and designers of digital environments with a powerful framework and design guidelines. This framework was derived from the analysis of large volumes of empirical and qualitative data regarding the behavior of users in digital environments and was studied empirically by Eshet and Amichai-Hamburger (2004) , who tested the performance of different groups of computer users with tasks that require the utilization of different digital skills. The publication of Eshet-Alkalai's model of digital literacy has led to an extensive debate within the community of instructional technology designers, researchers and educators, as to its validity and completeness. This debate (Aviram & Eshet, 2006) confirmed the validity and value of the model, but indicated that it lacked a sixth thinking skill: the Real-time thinking skill, which relates to the ability of users to perform effectively in advanced digital environments, mainly high-tech machines, multimedia games and multimedia training environments, that require the user to process simultaneously large volumes of stimuli which appear in real-time and at high-speed.
The present paper presents an updated version of the holistic model of Eshet-Alkalai (2004) . The real-time thinking skill is added to the model and its value in refining our understanding of how people interact with digital environments and communicate with others in the cyberspace, is discussed in light of the recent, knowledge on digital literacy. The digital thinking skills that are discussed in the paper are the photo-visual, reproduction, branching, information, socio-emotional and real-time thinking skills. It is argued that these six digital thinking skills exist in every learner, but their "volume" or "magnitude" depends on the situation and differ from person to person.
In the following paragraphs, the revised holistic model for of digital literacy and its six thinking skills, are discussed in detail.
Photo-visual Digital Skills
The evolution of digital environments, from text-based, syntactic to graphic-based semantic environments (Nielsen, 1993; Shneiderman, 1998; Soffer & Eshet-Alkalai, 2009 ), requires users of modern digital environments to employ cognitive skills of "Using Vision to Think" (Mullet & Sano, 1995) in order to create an effective photo-visual communication with the environment. This unique form of digital thinking skill -the photo-visual skill -helps users to intuitively and freely 'read' and understand instructions and messages that are presented in a visual-graphical form. Good examples of digital environments that require the utilization of photo-visual digital skills can be found in the design of graphic user interfaces (Opperman, 2002; Shneiderman, 1998) and in children's modern computer games (Carlsson, 2006) -in both, all usage instructions are provided through a graphical representation of symbols and icons. Today, with the infiltration of games from the children to the adult world (Henderson, Eshet-Alkalai & Klemes, 2008) and with the proliferation of "serious games" in professional training (Michael & Chen, 2005) , the photo-visual skills are becoming essential for effective workers and scholars. Successful photo-visual users usually have a good visual memory and strong intuitive-associative thinking that are useful in understanding visual messages (Nielsen, 1993) . Eshet-Alkalai and Amichai- Hamburger (2004) discovered that young users (school children) of graphic digital environments performed significantly better than adults (30-40 years old) in usability-based tasks that required the utilization of photo visual skills. The tasks required deciphering a user-interface of an unknown program. Surprisingly, Eshet-Alkalai and Chajut (2009; 2010) , who studied the performance of the same group of users after five years, found that this gap almost closed and the photo-visual performance of the adults and the young users became almost the same.
Reproduction Digital Skills
The modern digital technologies provide scholars with new possibilities for creating art and academic work by reproducing and editing existing texts, visuals and audio pieces (Benjamin, 1994; Gilster, 1997; Soffer & Eshet-Alkalai, 2010) . With the growing accessibility of technologies for free and open information resources, such as Wikipedia and blogs (Bruns, 2008) , scholars face a wide range of ethical and philosophical questions regarding the limits and criteria for legitimategenuine use of digital reproduction (Aviram & Eshet, 2006) , as expressed with the growing amount of plagiarism, detected among digital users (Xin, Francia, Ming, McKinnon & Seker, 2004) .
Besides these ethical challenges, the digital reproduction technologies require modern scholars to master a special assortment of cognitive skills, termed here 'Reproduction digital skills. Reproduction digital skills are defined as the ability to create new meanings or new interpretations by combining preexisting, independent shreds of information in any form of media (text, graphic, or sound) (Gilster, 1997) . These skills are essential in two major fields: In writing, where preexisting sentences can be reorganized and rearranged to create new meanings, and in art, where preexisting audio or visual pieces can be edited and manipulated in order to create new art works (as in the case of Pop Art, where art-works are made of a collage of preexisting graphic elements). Labbo, Reinking and McKenna (1998) and Korat (2010) described problems that learners face in the digital reproduction of text in a variety of work situations. According to them, scholars who have a high level of digital reproduction skills also have a good, synthetical and multidimensional thinking that helps them in discovering new combinations for arranging information in new, meaningful ways. Opposite to their findings for the photo-visual skills, Eshet and Amichai- Hamburger (2004) found that adult (30-40 years old) scholars owned a significantly higher level of digital reproduction skills compared to younger school children, when performed with tasks that require creativity in utilizing digital reproduction skills. The tasks required assigning a new meaning to text paragraphs by re-arranging the words and sentences in them. In their follow-up study on the same research population, Eshet-Alkalai and Chajut (2009; 2010) , found that unlike their findings for the photo-visual skills, in the reproduction skills, the difference between the younger and the older participants increased significantly after five years.
Branching Digital Skills
The non-linear, branching nature of the modern hypermedia technology introduced computer users to new dimensions of thinking that are necessary in order to make an educated use of this elaborate technology. In the past, the limited, non-hypermedia-based computer environments enhanced a more linear way of learning, which was dictated by the non-flexible operating systems and by the fact that users were used to books and expected to work with digital environments in much the same way they read through books. The modern multimedia environments, digital books, the Internet, digital databases, provide users with a high degree of freedom in navigating through knowledge domains, but at the same time, confront them with problems that involve the need to utilize non-linear and branching information-seeking strategies and to construct knowledge from independent shreds of information that were accessed in a non-orderly and non-linear way (Balcytiene, 20003; Jansen & Pooch, 2001; Rouet, 2000; Zins, 2000) . Spiro, Fwltovitch, Jacobson & Caulson, (1991) presented the Cognitive Flexibility Theory, that described the importance of branching, multidimensional thinking skills in constructing meaningful understanding of complex phenomena. According to them, the hypermedia technology led to the evolution of new types of digital thinking skills, termed here 'branching digital skills,' or 'Hypermedia skills.' Branching digital skills require scholars to have a good spatial-multidimensional sense of orientation -the ability to stay oriented and avoid getting lost in the hyperspace while navigating through complex knowledge domains, despite the intricate navigation paths they may take (Lazar, Bessier, Ceaparu, Robinson & Schneiderman, 2003) . In recent years, readers of digital text face difficulties in knowledge construction, which results from the growing tendency to embed a large number of hyperlinks in the text, as in most items of Wikipedia and in many digital textbooks (Meyers, 2011) .
As shown by Eshet-Alkalai and Amichai- Hamburger (2004) , successful "branching-literate" users have a good metaphoric thinking and the ability to create mental models, concept maps, and other forms of abstract representation of the web's structure, which help them overcome disorientation problems in hypermedia environments.
Similar to their findings for the digital photo-visual skills, Eshet and Amichai- Hamburger (2004) found that the younger, school-student participants, owned a significantly higher level of branching skills, compared to the older (30-40 years old) participants, in usability-based tasks that required the utilization of digital branching skills, such as using the Internet in order to plan a trip in a foreign country. The tasks tested the users' ability to create knowledge in a non-linear way. Eshet-Alkalai and Chajut (2009; 2010) , found that after five years, the gap between these two groups diminished significantly and the adults' performance almost equaled the performance of the young participants.
Information Digital Skills
The exponential growth in the amount of available information, side by side with the proliferation of social networks, blogs, podcasts, wikkis and file-sharing technologies, led to the relatively new phenomenon of information decentralization, in which the contribution of new information by the users becomes increasingly more essential (Bruns, 2008) . In this situation (termed "Produscage", or "The Age of the Producers", by Burns), where information consumers are "bombarded" by large volumes of information, whose authority and authenticity are not always clear, the ability of consumers to assess information effectively, by sorting out subjective, biased or even false information, has become a key issue in training people to become smart information consumers (Buckingham, 2003; Eshet-Alkalai, 2004; Kerka, 1999) . Information assessment is made in almost every work we do in digital environments, such as in data queries or in navigational decisions we make in the web, but it is the awareness of the users to decisions they make, that determines the actual quality of the conclusions, positions, opinions, or models that they construct from the information (Paul & Elder, 2005; Saranto & Hovenga, 2004) .
It is true that information thinking skills are not unique to the digital era; they were always crucial traits of successful scholars, even before the information revolution ( Wilton & Meyers, 1986) . However, in the digital era, with the unlimited exposure of humans to digital information, these skills have become real "survival skills", that enable learners to make educated uses of information. Unfortunately, most studies of information digital skills focus on the information search strategies and habits of users (e.g. Bus & Neuman, 2009; Morahan-Martin & Anderson, 2000; Zins, 2000) , and only a few stress the cognitive and pedagogical aspects that are relevant to these skills (e.g. Burnett & McKinley, 1998; Minkel, 2000; O'Sullivan, 2000) . The ability of informa-tion consumers to make educated, smart information assessment requires a special kind of thinking skills, termed here 'Information digital skills'. Information skills act as a filter: They help identify false, irrelevant, or biased information, and avoid its penetration into the learner's cognition. Skilled information consumers are critical thinkers -people who always question information and never take it for granted (Paul & Elder, 2005) .
Eshet and Amichai- Hamburger (2004) found that 30-40 years old adults performed significantly better than school children in exercising digital information skills, when asked to employ critical thinking by analyzing manipulative-biased news items in Internet news sites. Eshet-Alkalai and Chajut (2009; 2010) , found that five years later, the gap between these two groups increased significantly: The information skills of the younger participants decreased significantly, whereas those of the older participants didn't change.
Socio-emotional Digital Skills
The expansion of platforms for digital communication and knowledge-sharing in recent years, has opened new dimensions and opportunities for learning, collaborating and forming relationships trough knowledge-sharing groups, discussion groups, knowledge communities, chat rooms, social networks (Boyd, 2007) and many other forms of collaborative learning (e.g. Twitter, Facebook and other social networking technologies) (Ardichvilli, Page & Wentling, 2003; Bruns, 2008; Roblyer, McDaniel, Webb, Herman & Witty, 2010) . But these new opportunities face users with challenges that require them to employ sociological and emotional skills in order to "understand the rules of the game" and "survive" the hurdles that await them in the mass communication that takes place in the cyberspace (Boyd, 2007; Bruns, 2008; Roblyer et al., 2010; Utz, 2000) . Such challenges include not only the ability to share formal knowledge (Wang & Noe, 2010) , but also to share emotions in digital communication (Amichai-Hamburger, 2002; Amichai-Hamburger & Hayat, 2011) , to identify deception in chat rooms (Caspi & Gorsky, 2006) and to avoid Internet traps as a hoax and malicious Internet viruses. These require users to own a relatively new assortment of digital skills, termed 'Socio-emotional skills' in the present paper, because they involve primarily emotional and sociological aspects of working in the cyberspace. Among all the types of digital thinking skills described here, the socio-emotional skills are probably the newest and most complex; they emerged only in the last decades, with the exponential spread of Internet communication (Bruns, 2008) , and they require users who are very critical and analytical, very mature, and have a good command of information, branching, and photo-visual digital thinking skills. In recent years, efforts are made to portray the sociological and psychological profile of the skilled cyberspace user (e.g. Amichai-Hamburger, 2002; Amichai-Hamburger & Hayat, 2011; Caspi & Gorsky, 2006; Hamburger & Ben-Artzi 2000; Mundrof & Laird, 2002; Utz, 2000) . From the results of these studies, we can describe the socio-emotional-skilled users of digital environments as willing to share their own data and knowledge with others (McLure, Wasko & Faraj, 2000; Ardichvilli et al., 2003 (Wang & Noe, 2010 , capable of evaluating data, possessing an abstract thinking, and able to design knowledge through virtual collaboration. No clear empirical trends are evident among different age-groups, in analyzing the performance of users with tasks that require the utilization of socio-emotional digital skills (Eshet & Amichai-Hamburger, 2004) , indicating the emerging and yet unclear nature of this new and complex skill, and suggesting that its use is still not well established among users of the modern communication digital platforms.
Real-time Digital Skills
Modern digital working environments, such as multimedia environments, digital games, microworld simulations and different digital tools, are characterized by the fact that they "bombard" the user's cognition in real-time with large volumes of fast-moving stimuli of different kinds, such as sound, text and images (Bavelier et al., 2011; Gredler, 2004) . In all these situations the key to the users' successful performance is their ability to effectively process these simultaneous stimuli. When operating such environments, users need to split their attention, reacting to various kinds of stimuli that appear simultaneously in different places on the monitor (Green & Bavelier, 2003) ; they have to be able to execute different tasks simultaneously (multi-tasking) and stay on-task as they switch their attention from one task to the other (multi tasking, or "Task Switching" according to Monsell, 2003) ; they need to be able to rapidly change their angle of view and perspective of the environment; they have to respond to feedback that appears in real-time. And above allthey have to quickly and effectively synchronize the chaotic multimedia stimuli into one coherent body of knowledge (Eshet-Alkalai & Chajut, 2007) .
Today, situations that require real-time and high speed processing of simultaneous large fluxes of information have become common in our lives, mainly in operating multimedia programs and advanced machines. This requires that users of today's digital environments master a special kind of thinking skill, here termed "real time thinking". Of course, real time thinking is not new; it has been utilized ever since humans began to think and to synchronize information simultaneously in order to create knowledge. But in the digital era, with the central role of fast computers, multimedia environments, and devices that can process and present information in real-time and at high speed, real-time thinking has become a critical skill.
Studies from the Operations Research field showed that human's performance with real-time environments, such as action video games (Green & Bavelier, 2003) , aircrafts (e.g. Roessingh, 2005) and car-driving (Casimir & Gilchrist, 2002) improved dramatically by using training simulations that improve real-time thinking skills. Very little research has been done on the "soft" pedagogic aspects of real-time learning, such as digital games (Fromme, 2003; Pemberton et al., 2004) . However, Eshet-Alkalai and Chajut (2007) reported on a foreign-language acquisition process by the effective synchronization of simultaneous audio and visual stimuli in digital storey-telling environments.
Discussion
This paper proposes a revision of the five-skills pioneering conceptual model of Eshet-Alkalai (2004) and examines its validity with respect to the present-days research literature on the performance of users with digital environments. In the paper, a sixth digital skill -the real-time thinking skill, which was missing in the original model of Eshet-Alkalai, is added, making it a holistic-updated model for digital literacy, which covers the full scope of the critical skills for effective performance in the digital era. According to the revised model, digital literacy consists of six thinking skills (i.e. photo-visual, branching, reproduction, information, socio-emotional and real-time skills), which are employed during human interactions with modern digital environments.
The importance of the revised model for digital literacy lies in the fact that most research in this field is of a practice-oriented nature, stemming from the experience of designers and educators, and in the fact despite the numerous studies on digital literacy, it still lacks a sound theoretical foundation. In the works of Eshet-Alkalai (2004) , Eshet-Alkalai & Amichai-Hamburger (2004 ), and Eshet-Alkalai and Chajut (2009 , 2010 , the very first steps were taken in the necessary direction: the integration of different digital skills into a coherent framework, and their testing in empirical studies. The present paper is one step ahead in refining this theoretical model and developing a theoretical framework for the discussion of digital literacy. Application of this framework may improve communication among learners and developers, by providing a diagnostic and evaluative tool for use in creating precise, user-directed products. The empirical studies which tested the utility of this digital literacy model (Eshet-Alkalai& Amichai -Hamburger, 2004) , clearly indicate that younger users perform better than older users in skills of a usability nature (e.g. photo-visual skills), whereas, the older participants perform better in skills that require crea-tivity (e.g. reproduction skill) and critical thinking (e.g. information skills). A study that examined change over time in digital literacy skills (Eshet-Alkalai & Chajut, 2009 , 2010 , showed that the gap between the younger and the older participants closed for the "usability-directed skills", whereas this gap increased for the creative and critical thinking skills.
Future studies should focus on refining the proposed model for digital literacy and on the examination of changes through time in the digital skills among special groups such as gender and people with learning disabilities.
